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This working paper reviews possible implications of the European General 
Data Protection Regulation (“GDPR”, or, in German, Datenschutz-
Grundverordnung, “DSGVO”) for workers, clients, and operators on/of online 
labor platforms. 
 
Generally, platform operators will be in the position of the “data controller” 
described in the GDPR, while workers will be “data subjects.” Clients may be 
in a dual role. Insofar as platform operators manage data about clients, the 
relationship between the operator and the client is one in which the operator 
is a “controller” and the client is a “subject.” On some platforms, however, 
clients also manage or produce data that affects workers. Clients may affect 
workers’ ability to get work in the future, for example, through their 
evaluations of workers’ submitted work. (In some cases, the processes that 
produce these evaluations are partially or even fully automated, and opaque 
even to the platform operator.) In cases in which the client can affect the 
worker through data produced or managed by the client, the relationship 
between the client and the worker is one in which the client is a “data 
controller” and the worker is a “data subject.” That is, a client may be a 
“subject” with respect to the platform operator while also being a “controller” 
with respect to the worker. 
 
The paper highlights some parts of the GDPR which may be relevant for 
platform workers, clients, and operators and sketches possible practical 
implications. 
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Chapter I: General provisions 
 
 
Article 3: Territorial scope 
 
Art. 3 Para. 2 provides that the GDPR “applies to the processing of personal 
data of data subjects who are in the Union by a controller or processor not 
established in the Union,” indicating that even if a platform’s legal location or 
servers are outside the EU, workers inside the EU are entitled to the rights 
provided to data subjects by the GDPR. 
 
Elaborating the requirements of the GDPR with respect to platform operators 
and clients could therefore provide more rights for platform workers while 
maintaining a “level playing field” between EU-based platforms and platforms 
outside the EU. 
 
 
Article 4: Definitions 
 
Para. 1. Definition of “personal data.” For purposes of the GDPR, “‘personal 
data’ means any information relating to an identified or identifiable natural 
person (‘data subject’).” 
 
This would presumably include all data in the records of a labor platform 
linked to specific workers or clients, including work history data, access data 
linked to login credentials or IP addresses, profiles, ratings, evaluations, 
qualifications, and payment calculations and records. 
 
Para. 2. Definition of “processing.” For purposes of the GDPR, “‘processing’ 
means any operation or set of operations which is performed on personal 
data or on sets of personal data, whether or not by automated means.” That 
is, “processing” is construed as broadly as possible. 
 
 
 
 
  



IG Metall Crowdsourcing Discussion Papers  Silberman  •  GDPR and labor platforms 
 

 
19 July 2018 10:24  •  Release Candidate 1 Page 3 of 11 

  

Chapter II: Principles 
 
 
Article 5: Principles relating to processing of personal data 
 
Paras. 1-2. The contoller is responsible for ensuring and demonstrating that 
data processing is lawful, fair and transparent. Para. 2 provides that “the 
controller shall be reponsible for, and be able to demonstrate compliance 
with, paragraph 1.” Para. 1 provides that “personal data shall be processed 
lawfully, fairly and in a transparent manner in relation to the data subject” 
(subparagraph a) as well as “accurate” (subparagraph d). 
 
That is, platform operators (and, insofar as they act as controllers or 
processors, clients) are responsible for ensuring and demonstrating that 
worker data (including performance and evaluation data such as ratings and 
reviews) are “accurate” and processed “fairly and in a transparent manner.” 
 
Article 6: Lawfulness of processing 
 
Para. 1. Legal bases of processing. Processing is lawful only under certain 
conditions. The most likely to be relevant for labor platforms are: 
 
(a) if the data subject has given consent; 
 
(b) “processing is necessary for the performance of a contract” or to enter 
into a contract; and/or 
 
(f) “legitimate interests” of the controller or a third party. 
 
Collection of data relevant to completion and evaluation of work is 
presumably in the “legitimate interests” of a platform operator. 
 
Note that (a) is governed further by Article 7. 
 
 
Article 7: Conditions for consent 
 
Para. 4. Assessment of whether consent is “freely given.” The paragraph is 
somewhat oblique. It states: 
 

When assessing whether consent is freely given, utmost account 
shall be taken of whether, inter alia, the performance of a contract, 
including the provision of a service, is conditional on consent to the 
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processing of personal data that is not necessary for the 
performance of that contract. 

 
This could be understood as indicating that if a contract is drafted for a given 
purpose, the contract should not also also require the data subject to consent 
to data processing not directly required for the performance of that purpose. 
Rather, such consent should be severable from the remainder of the contract, 
or it may not be possible to construe it as “freely given.” 
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Chapter III: Rights of the data subject 
 
 
Article 12: Transparent information, communication and modalities for 
the exercise of the rights of the data subject 
 
Paras. 1-2. The controller is responsible for facilitating the data subject’s 
exercise of their rights. 
 
Paras. 3-4. The controller shall respond to requests from data subjects within 
one month. If requests are complex or there are many requests, the reply can 
indicate that the request will be fulfilled with a delay of at most two months. If 
the request is refused, the controller must notify the subject of the possibility 
of filing an official complaint or seeking judicial remedy. 
 
Para. 5. Information provided in response to requests from data subjects in 
exercise of their rights shall be free of charge, unless such requests are 
“manifestly unfounded” or excessive. The controller is responsible for 
demonstrating when requests are unfounded or excessive. 
 
Generally, the implication of this article for labor platform workers, clients, 
and operators is that operators (and, insofar as they act as “controllers,” 
clients) must take technical and organizational measures to respond, 
reasonably promptly, to inquiries from workers requesting information about 
personal data, the processing of this data, and the effects of this processing. 
 
 
Article 13: Information to be provided where personal data are collected 
from the data subject 
 
Para. 2. Fair and transparent processing, including regarding automated 
decision making. Subparagraph 2(f) provides that the controller must inform 
the data subject about the existence of automated decision making based on 
personal data provided by the data subject. The controller must provide 
“meaningful information” about the decision making logic and possible 
consequences for the data subject, “at least” (but not limited to) situations in 
which automated decision making is in use. 
 
For platform operators and clients, this means that workers and potential 
workers have a right to detailed explanation of all automated processes that 
affect them. This would include automated evaluation of applications for 
worker accounts (or activation of such accounts), evaluation of work, 
payment/nonpayment decisions, qualification, processes affecting ranking in 
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search results or eligibility or priority for tasks, and account suspension, 
restriction, or deactivation. 
 
While the regulation gives priority to automated decision making processes, 
non-automated processes are not excluded. A worker or potential worker 
would presumably have similar rights (e.g., to explanation) regarding non-
automated processing with similar effects. 
 
 
Article 14: Information to be provided where personal data have not been 
obtained from the data subject 
 
Paras. 1-3. The controller is responsible for informing the data subject about 
the receipt of personal data from another source and about their rights with 
respect to this data. Generally, Article 14 provides that the controller must 
promptly (within one month) inform the subject that the controller is in 
possession of personal data about the subject that they have received from 
another source, and that they must inform the subject of their rights with 
respect to this data. Generally, the subject has all the same rights with 
respect to this data that they have with respect to data they have themselves 
provided, including access, rectification, erasure, restriction of processing, 
data portability, notification and explanation in the event of automated 
decision making, and notification if the controller intends to disclose the data 
to a third party. 
 
In the labor platform context, this means that if a platform operator stores or 
processes data provided by one party about another (i.e., information 
provided by a worker about a client or vice versa, as well as information 
about workers — or their work — provided by other workers), the party for 
which the data is “the subject” (i.e., the party the data “describes”) has all the 
same rights with respect to the data as if they had provided it themselves. 
 
 
Article 15: Right of access by the data subject 
 
Paras. 1-3. Right to information about whether or not personal data are being 
processed; if personal data are being processed, right of access to the data 
and other information about the data. Although “data portability” is provided 
for separately in other articles, Paragraph 3 of this Article effectively provides 
a right to portability of “data undergoing processing.” 
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Article 16: Right to rectification 
 
The data subject has the right to rectify inaccurate personal data held by the 
controller. This Article does not distinguish between personal data provided 
by the subject or by another party; the right to rectification applies, 
presumably, to all personal data. 
 
This right may have implications for the design of rating systems used by 
labor platforms to evaluate work submitted or performed by workers. On 
many platforms, clients are asked to rate workers’ performance on individual 
tasks. In many cases, all of the ratings received by a worker by different 
clients are compiled or aggregated and interpreted to indicate the quality of 
that worker. This compiled or aggregate rating may algorithmically affect the 
worker’s eligibility or priority for future work and ranking in search results or 
other listings of workers. Negative ratings may lead to suspension, 
deactivation, probation, or deletion of a worker’s account. At present, 
however, many such rating systems are essentially subjective (despite being 
quantitative). The right to rectification could mean, for example, that if a client 
gave a worker a negative rating for a completed task, the client or platform 
would be responsible for justifying the negative rating. At present, however, 
performance and rating criteria are unclear on many platforms. The right to 
rectification could imply that performance evaluation criteria should be more 
clearly elaborated and that client ratings, and/or their consequences for 
workers, should be more closely regulated. 
 
 
Article 17: Right to erasure 
 
This article provides that data subjects have a right to have personal data 
held by a controller erased, under certain circumstances. 
 
In the labor platform context, it seems unlikely that, for example, a worker or 
client could request that information about their past work performance or 
evaluation of other parties be deleted, unless that person simultaneously 
agreed that their account be deleted or deactivated and that they would 
never again be permitted to participate on the platform. Put the other way, it 
seems likely that a platform operator would have a “legitimate interest” in 
retaining such data. A worker or client could, of course, reasonably ask for 
such data to be rectified, if they were to allege that it was in some way 
inaccurate or incomplete, or to request a restriction of processing. 
 
Generally, in a labor platform context, it seems likely that a request for 
erasure would occur only in conjunction with a request for final and 
irreversible account closure. 
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Article 18: Right to restriction of processing 
 
This Article provides that data subjects may request restriction of processing 
of specific data if the accuracy of this data is contested, as well as under 
other circumstances. In the case of contested data, the contested data is to 
be subject to restriction of processing until the controller can verify its 
accuracy. 
 
In the labor platform context, this could mean that a worker or client could 
contest, for example, the result of a single qualification test or the rating of a 
single completed task. In the case of a contested rating, the rating would not 
be included in the calculation of the worker’s overall rating during the 
“restricted processing period.” 
 
 
Article 20: Right to data portability 
 
Paras. 1-2. Right to receive in machine-readable format those personal data 
provided by the data subject; right for these data to be transmitted directly 
from one controller to another where technically feasible. This Article provides 
explicitly for “data portability” only with respect to those data provided by the 
data subject. As noted above, Article 15 effectively provides for data 
portability for all personal data “undergoing processing.” It is only those data 
provided by the subject, however, that are explicitly required to be provided 
in “machine-readable format” and for which the controller is expected to 
make possible direct transfer to another controller. 
 
In the labor platform context, the portability of reputation information has 
been extensively discussed. Insofar as a worker’s reputation information 
consists mainly of data provided mostly or even entirely by others (namely, 
mostly by clients), the right to data portability described in this Article would 
presumably not apply. As mentioned above, however, Article 15 provides for 
“access” to all personal data, which would include reputation data provided 
or generated by others. This could provide reputation portability in practice, 
although platforms would not be required to provide that data in a machine-
readable or convenient format or to technically facilitate the direct transfer of 
this information to other platforms. 
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Article 21: Right to object 
 
Para. 1. Right to object to processing of personal data whose legal basis is a 
“legitimate interest” of the controller (Art. 6(1)(f)). If the data subject objects to 
such processing, the controller must either stop the processing in question or 
demonstrate “compelling legitimate grounds for the processing which 
override the interests, rights and freedoms of the data subject.” 
 
Para. 5. Provision for exercise of right to object using automated means. If the 
controller is operating an “information society service,” the data subject may 
exercise this right using automated means. 
 
This may mean that labor platforms legally classified as “information society 
services” should expect to be required to provide an automated mechanism 
by which workers and/or clients could object to the processing of certain 
data, and by which that processing would automatically be stopped and the 
data subject in question notified. 
 
It is not however immediately obvious what kinds of processing of what kinds 
of data one might expect to be “objectionable” in the context of labor 
platforms in general. If specific platforms expect objections in certain 
contexts, however, one implication of Paragraph 5 may be that they should 
prepare an automated means for the relevant data subjects (presumably 
workers and/or clients) to object and receive a notification that the 
processing has been stopped. 
 
 
Article 22: Automated individual decision-making, including profiling 
 
Paras. 1-3. Right not to be subject to automated decision making. This Article 
provides data subjects “the right not to be subject to a decision based solely 
on automated processing... which produces legal effects concerning him or 
her or similarly significantly affects him or her.” The data subject may not 
have this right, however, if the decision is “necessary for entering into, or 
performance of, a contract between the data subject and a data controller” 
(Para. 2(a)) or if the data subject gives their consent to the decision (Para. 
2(c)). In those cases, however, the controller must nonetheless “implement 
suitable measures to safeguard the data subject’s rights and freedoms and 
legitimate interests,” including “at least the right to obtain human 
intervention” in the decision, “to express [the data subject’s] point of view 
and to contest the decision” (Para. 3). 
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In the labor platform context, this Article could mean that workers, 
prospective workers, and/or clients have the right: 
 

• not to have applications for an account, or for activation of an account, 
automatically evaluated or declined, or at the very least, to request 
human evaluation in the event that such an application is declined as 
the result of an automated process; 
 

• not to have completed work automatically evaluated, if such 
evaluations have an effect on their future eligibility for work (e.g., via 
reputation) or on payment, or at least to request human evaluation in 
the event of an unfavorable evaluation; and 
 

• not to be subject to automated suspension, deactivation, or deletion of 
their accounts, or at least to request human review in the event that 
automated suspension, deactivation, or deletion occurs. 
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Chapter IV: Controller and processor 
 
 
Section 5: Codes of conduct and certification — Articles 40-43 
 
Articles 40 through 43 provide that the EU “Member States, the supervisory 
authorities, the Board and the Commission shall encourage the drawing up of 
codes of conduct intended to contribute to the proper application of this 
Regulation, taking account of the specific features of the various processing 
sectors and the specific needs of micro, small and medium-sized enterprises” 
(Art. 40 Para. 1) and set forth the processes for establishing and monitoring 
the implementation of such codes of conduct. 
 
It would be reasonable to establish such a code of conduct for labor 
platforms, perhaps as a further development or annex to the “Crowdsourcing 
Code of Conduct” operated in conjunction with the German Crowdsourcing 
Association (http://crowdsourcing-code.com). 


